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Complexity arising in case of External / Internal Hazards

e External and internal hazards may
> cause various impacts on the plant

> lead to cascading effects increasing the problems to deal with

e Human actions (HA) are required to prevent or mitigate harmful
consequences

e Situations from unforeseen impacts are unfamiliar and unexpected to
personnel constituting a complex problem to be solved

> knowledge based behavior is required where novel strategies have to be
conceived and applied
e A human procedure is characterized by dependencies and interactions
> causing different action sequences to be executed

> Influence human reliability
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Interdependency of Human Reliability (HR) and Time Effects:

e Reliability of a human procedure depends
> on the correct execution of actions and
> on the time when actions are accomplished

e The required time t_; until HA must be accomplished to be a success is
determined by process behavior

Times needed to execute actions are

random variables Process behavior and
Actions changing component states ‘thus t.;, will also vary
instantly affect process behavior !

\ariation

affect HR

% Timeis an Important factor to be considered in HRA *



Dependency of Human Actions on System/Process States:

FP armves at fire Process:
. —  Fire propagates
foom atfme | from its ignition to t
HA not only affect system states but system .
states may also affect sequences of HA /
System state:
1 omoke visible outside
_ _ the fire-room:
Different action sequences affect yes no
> times when actions are accomplished l
> means of fire extinguishing FP doesn'tenterthe FPopens _ System state:
oom and friesto  the door ~~ SMOKe Inside fire room
Heavy Little

activate spray sytem

1 I

FP doesntenterthe  FP enters the room, takes

Influence success of the procedure room trying fo activate - the portable fire extinguisher
the spray system and tries to extinguish the

fire



Dependency of Human Actions on Stochastic Influences:

Sequences of HA depend on
realizations of random events

!

Different sequences of HA

— cause different times when actions
are accomplished

— affect success of the procedure

Smoke visible outside the fire room -> FP
doesn't enter the room and tries to activate
the spray system

FP proceeds to valve where spray system
can be manually activated and tries to
open the valve

Valve can no

be opened

FP opens valve -> spray FP waits for the
system is activated. fire brigade
Start of fire extinguishing \L

yes

After some time ta the fire brigade
arrives at the fire room and starts
their preparations

! !

Process of fire If preparations are accomplished
propagation < —the fire brigade starts to
extinguish the fire




Aspects of Modeling Stress in HRA

e Stress is a dynamic quantity which may increase (decrease) depending on
> system and plant conditions
» complexity of tasks to be solved

> success or failure of previous actions

e Behavior of stress is related to individuals in given situations

> some may develop high stress while others may not

e Uncertainty exist
> If stress increases in given situations

> what decisions are made under high stress -> error of commission
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Crew-Module

e To consider time effects and dependencies advanced methods in
human reliability analysis are required

e A method was developed (Crew-Module)

> to model and simulate a human procedure as dynamic event
sequences

> to consider dependencies of action sequences on
- time effects

- stochastic influences (aleatory uncertainties)
- system/process states

- stress behavior



Application Example: Fire-Fighting Procedure

Brandentstehung ->

m

Different action sequences depending on

@
aleatory uncertainty, e.g.: o R
- correct or false info about fire room “ o
- stress increase in case of false info S °"‘ww _
- reliability of technical equipment " :;ii'ﬁf:“"ﬁgfi’f’ T
b oot ictoun | seds 38 cum | Lo vootiiteme. | v Uil o

process state, e.g.:

- smoke situation in fire room T B ","'
time effects, e.qg.: . i— B —
- who reaches fire room first - m‘,uz —
aspects of stress, e.qg.:
- stress of FP and SV increase if false " e

information about fire room is realized mmn
- alternative decisions under high stress |

Rauch an der Tire erkennbar
(25) nein ja




Kein Rauch erkennbar

Rauch erkennbar
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it Ausnustung




B S

Result: Quantifying the effect of false information and high stress

casel: SV gives correct information
case2: false info & normal stress Time of Fire Extinguishing
case3: false & high stress & right decision ‘ ! ! ' |

case4: false & high stress & wrong decision | . . : | | = casel
0.35 | ----metememmeens e TR e SRR | — case2||
o Z Z | |1 case3
Mean Time of Fire Ext. (min) 5 030 b S R e [T cased]
casel: 95 5% 7.5 95%: 125 5 | critical ppint in time ; |
case2: 15.3  5%: 11.7 95%: 18.8 §0'25"""""* """ I S S T T
case3: 16.1  5%: 12.4 95%: 19.5 ?5'020 _____ | - - -
case4: 23.4 5% 202 95%: 26.1 ¢ A | | |
0 |
50,15 _|—
2 |
Assume: t_. =12 min: 0 | 3
= 00,10}
P (success | casel) = 0.9 ;
P (success | case2) = 6.2E-02 0.05 et -
P (success | case3) = 3.7E-02 |
X pr— | L
No success if wrong decision is made 0-0%00 400 600 800 1000 1200 1400 1600

due to high stress P(case4) = 1.4E-04 Time ()
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Conclusion:

Dependencies and time interactions are relevant issues influencing the
success of a human procedure

To consider dependencies and time interactions advanced methods of
dynamic HRA are required

At GRS a method was developed
» to model and simulate human procedures as dynamic event sequences
» dependencies, time interactions and stress can be considered

The approach was applied to a fire-fighting procedure and can be used
> to calculate time distributions of relevant actions
> to quantify the effect of random events or stress on HR
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