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Motivation 
•  Continuing increase in city populations 

–  Expect criticality of transportation infrastructure to 
increase 

•  Disaster planning, response, and recovery decision 
support systems 
–  Often assume transportation network completely 

available 
–  Unrealistic assumption may lead to suboptimal 

strategy 



Static Traffic Assignment 
•  Previous transportation network vulnerability research 

performed in context of static traffic models 
•  Simplifies assumptions 

–  Travel times of each link on route added together 
to compute travel time 

–  Inflow and Outflow of link equal 
–  Congestion occurs if Volume-to-Capacity ratio (V/

C) > 1.0 



Dynamic Traffic Assignment 
•  Travel demand function of time 
•  Explicit modeling of traffic flow dynamics 

–  Ensures direct link between travel time and 
congestion 

•  Application of dynamic transportation models 
–  Congestion and vulnerability assessment 



Framework 



Deterministic Method 
•    



Game Theory 
•  The analysis of competitive situations (or 

situations of conflicts) using mathematical 
models 

•  Involves one or more players 
•  Actions taken by players called moves 
•  A set of outcomes for each move 
•  An amount received for each outcome called 

payoff 



Approach 
•  Two-player mixed strategy stochastic game 
•  Router vs Tester 
•  Router – Seeks strategy to distribute traffic 

over roads to minimize risk 
•  Tester – Develops attack strategy to 

maximally disrupt smooth flow of traffic 
•  Perfect knowledge – Strategy of adversary is 

immediately known 



Simulation setup 
•    



Mini-max Formulation 

Product is summed over all edges and intervals 
to quantify system vulnerability 



Probabilities 



Link costs 



Algorithm Initialization 

Heuristic travel cost is initialized to free flow travel time 



Algorithm 



Illustration 

•  Network Structure 
•  6 Nodes 
•  13 Links 

•  Speed Limit 
•  30 miles/hour 

•  Time intervals 
•  Δt1  = 0 – 500 sec 
•  Δt2 = 500 – 1000 sec 
•  Δt3 = 1000 – 1500 sec 

•  500 vehicles depart node zero 
•  Destination is node five 
•  Simulator: SUMO 



Link	 Iteration 1	 Iteration 2	 Iteration 3	
Name	

L0,1	 73.5399	 0.0499	 0.0528	 120.1637	 0.1141	 0.1380	 138.9500	 0.0188	 0.0231	

L0,2	 73.5399	 0.0717	 0.0758	 140.4437	 0.0000	 0.0000	 123.7100	 0.1017	 0.1116	

L1,0	 73.5399	 0.0000	 0.0000	 73.5399	 0.0000	 0.0000	 73.5400	 0.0000	 0.0000	

L1,2	 88.5347	 0.0000	 0.0000	 88.2923	 0.0000	 0.0000	 88.2900	 0.0000	 0.0000	

L1,3	 59.1946	 0.0374	 0.0319	 81.8295	 0.0794	 0.0654	 87.7800	 0.0220	 0.0171	

L2,0	 73.5399	 0.0000	 0.0000	 73.5399	 0.0000	 0.0000	 73.5400	 0.0000	 0.0000	

L2,4	 59.1946	 0.0443	 0.0377	 85.9972	 0.0034	 0.0030	 79.8300	 0.0733	 0.0520	

L3,4	 88.5347	 0.0000	 0.0000	 88.5347	 0.0000	 0.0000	 88.5300	 0.0000	 0.0000	

L3,5	 73.7957	 0.0458	 0.0486	 116.8651	 0.0892	 0.1049	 129.3300	 0.0451	 0.0518	

L4,2	 59.1946	 0.0000	 0.0000	 59.1946	 0.0000	 0.0000	 59.1900	 0.0000	 0.0000	

L4,3	 88.5347	 0.0000	 0.0000	 88.5347	 0.0000	 0.0000	 88.5300	 0.0000	 0.0000	

L4,5	 73.7957	 0.0403	 0.0428	 111.6604	 0.0172	 0.0193	 106.4700	 0.0749	 0.0708	

L5,3	 73.7957	 0.0000	 0.0000	 73.7957	 0.0000	 0.0000	 73.8000	 0.0000	 0.0000	



Variations in vulnerability decrease after 80th iteration 



MSA places less emphasis on later strategies, forcing convergence 



Link level vulnerability oscillates until a stable solution is found 



Crossing link cost at convergence explains oscillation 
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Link	

Name	 TT TT 
rank TT TT 

rank TT TT 
rank 

L0,1	 0.0639 15 1665 11 0.1394 12 1658 14 0.0817 14 1669 8 
L0,2	 1.4447 1 1672 7 1.0896 5 1664 12 1.2558 2 1668 9 
L1,0	 0.0000 20 1638 16 0.0000 20 1638 16 0.0000 20 1638 16 
L1,2	 0.0000 20 1638 16 0.0000 20 1638 16 0.0000 20 1638 16 
L1,3	 0.0071 19 1672 7 0.0380 17 1667 10 0.0390 16 1769 2 
L2,0	 0.0000 20 1638 16 0.0000 20 1638 16 0.0000 20 1638 16 
L2,4	 0.4149 7 1702 5 0.3081 9 1738 3 0.3085 8 1817 1 
L3,4	 0.0000 20 1638 16 0.0000 20 1638 16 0.0000 20 1638 16 
L3,5	 0.1323 13 1645 15 0.1475 11 1659 13 0.1489 10 1735 4 
L4,2	 0.0000 20 1638 16 0.0000 20 1638 16 0.0000 20 1638 16 
L4,3	 0.0306 18 1638 16 0.0000 20 1638 16 0.0000 20 1638 16 
L4,5	 0.8295 6 1668 9 1.1028 4 1681 6 1.1038 3 1735 4 
L5,3	 0.0000 20 1638 16 0.0000 20 1638 16 0 20 1638 16 

Comparison of game-theoretic 
and deterministic methods 



•    

Comparison of game-theoretic 
and deterministic methods (2) 



Comparison of game-theoretic 
and deterministic methods (3) 



Conclusion 
•  Presented a game-theoretic approach to assess 

dynamic vulnerability of transportation network 
•  Considers relative vulnerability of all links and time 

intervals in parallel 
•  Results indicate that game-theoretic approach 

achieves strong correlation to slower deterministic 
method 



Future Research 
•  Address performance and accuracy 

challenges to scale game- theoretic 
approach to larger networks  

•  Utilize game-theoretic dynamic 
transportation network vulnerability 
approach to allocate limited defensive 
resources to links at specified times to 
mitigate vulnerability most effectively 


